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OZET
ARAC iCi AGLARDA MAKINE OGRENiIMi TABANLI SALDIRI TESPIiT
SISTEMI

Gelisen diinyaya paralel olarak ulasim teknolojileri de her gegen yil 6nemli
Olciide gelismeye ve degismeye baglamistir. Bu gelisim siireci ile beraber belli bash
sorunlar da kendini gostermeye baslamistir. ivmeli olarak yiikselen insan niifusu ve
ayni ivme ile artan ulagim ihtiyaglari, toplu yasam alanlarinda ara¢ kazalarinda artisa
neden olmaktadir. Buna ek olarak trafik sorunlari ve yakit tiiketimi artig1 sorunlar1 da
kendini gostermektedir. Bu dongiiniin getirdigi sorunlarin yeni teknolojik
kazanimlarin kullanimryla ¢oziilmesi gerektigi agiktir. Bu baglamda, siiriiciisiiz araglar
veya diger adiyla otonom araglar konseptleri iyi bir ¢6ziim niteligi tasimaktadir. Her
¢oziim kendi sorunlar1 da beraberinde getirmektedir. Bu ¢6ziim de beraberinde belli
basli sorunlar1 ortaya c¢ikarmaktadir. Giiniimiizde bir¢ok otomobil, iki asamada
incelenen dijital giivenlik yaklasimlar ile gelistirilmektedir. Bu sistemler, dis kaynakli
siber saldirilardan koruma saglamak i¢in gereken bir tiir gomiilii sistem haberlesmesi
(Denetleyici Alan Ag1 (CAN) gibi) kullanilarak, ara¢ i¢indeki agda olusturulur. Bu
saldirilar, kural odakli, anomali odakli, liste odakli sistemler vb. gibi ¢esitli yollarla
tespit edilebilir. Mevcut literatiir, arastirmacilarin bu tiir saldirilarin tespiti i¢in bazi
yapay zeka tekniklerinin kullanimina odaklandigin1 géstermistir. Yapilan ¢aligmada
CAN giivenligi icin makine 6grenimi yOntemlerine dayali bir siber saldir1 tespit
sistemi Onerilmistir. Sonug olarak, karar agaci temelli toplu 6§renme modellerinin test
edilen algoritmalar igerisinde en yiiksek basarimi verdigi gézlemlenmistir.
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ABSTRACT

MACHINE LEARNING BASED INTRUSION DETECTION FOR IN-
VEHICLE NETWORKS

Parallel with the developing world, transportation technologies have started to
expand and change significantly year by year. This change brings with it some
inevitable problems. Increasing human population and growing transportation-needs
result many accidents in urban and rural areas, and this recursively results extra traffic
problems and fuel consumption. It is obvious that the issues brought by this spiral loop
needed to be solved with the use of some new technological achievements. In this
context, self-driving cars or automated vehicles concepts are seen as a good solution.
However, this also brings some additional problems with it. Currently many cars are
provided with some digital security systems, which are examined in two phases,
internal and external. These systems are constructed in the car by using some type of
embedded system communication (such as the Controller Area Network (CAN))
which are needed to be protected from outsider cyberattacks. These attacks can be
detected by several ways such as rule based system, anomaly based systems, list based
systems, etc. The current literature showed that researchers focused on the use of some
artificial intelligence techniques for the detection of this type of attack. In this study,
an intrusion detection system based on machine learning is proposed for the CAN
security, which is the in-vehicle communication structure. As a result of the study, it
has been observed that the decision tree-based ensemble learning models results the
best performance in the tested models. Additionally, all models have a very good
accuracy level.
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