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KISA OZET

iDARE HUKUKU BOYUTUYLA Ki$iSEL VERILERIN KORUNMASI
Necati Gokhan AKMAN

Kigisel verilerin korunmasi, idare hukuku boyutuyla, kisisel verilerin
islenmesi usuliiniin belirli bir disiplin altina alinarak, idare edilenlerin temel hak
ve Ozgiirliikklerinin korunmasi olarak tanimlanabilir. Bu gergevede, kisisel
verilerin korunmasi ile, temelde verilerin degil, bu kisisel veri sahiplerinin
korunmasi amacglamaktadir. Devlet, kamu giivenligini temin etmek, kamusal
faaliyetleri yuriitmek ve kamu hizmetlerini geregi gibi yiiritebilmek igin insan
kaynagina ihtiyag duymaktadir. insan kaynagina dayali olarak yiiriitiilecek
kamu hizmetlerinde, bu kisilerin verilerinin idare tarafindan bilinmesi ile ve yine
hizmetten yararlananlarin idare ile olan iligkileri kapsaminda elde edilen veriler

nedeniyle, ilk veri sorumlusunun devletler oldugu sdylenebilecektir.

Gunumuzde artik her alanda kullanilan kigisel veriler, Birlegsmis Milletler
insan Haklar Evrensel Beyannamesi ve Avrupa insan Haklan Sézlesmesi
(AIHS) basta olmak lizere birgok ulusal ve uluslararasi mevzuat ile 6zel hayatin
gizliligi ve korunmasi ilkesi kapsaminda giivence altina alinmigtir. Ozel hayatin
ve aile hayatinin korunmasi baghkli AiHS‘in 8. maddesi kapsaminda koruma
altina alinan, kigisel verilerin korunmasi hakki, ifade 6zgiirliigi, unutulma hakki

gibi bagkaca haklarla da birlikte degerlendiriimektedir.

Kigisel verilerin korunmasina yonelik alinan tedbirler, kamu kurum
kuruluslan, 6zel sirketler, gercek ve tizel kisiler tarafindan ilgili mevzuatin ve
uygulamanin birlikte degerlendirilmesi yoluyla en iyi sekilde uygulanmaldir.
Uygulamaya 6zellikle bu alanda faaliyet gosteren ve bagimsiz idare otorite olan

“Kisisel Verileri Koruma Kurumu’”nun karar organi olan “Kurul” araciligiyla



aldigi kararlar etkili olmaktadir. Kurum, ayri bir kamu tiizel kisiligi bulunan ve
kigisel verilerin kanunda 6ngoriilen hukuki, idari ve teknik tedbirlerin alinmasi
suretiyle koruma altina alinip alinmadigi, mevzuattan kaynaklanan
yukumluliiklerin gereg@i gibi yiratiilip yuratilmedigi noktalarinda denetim
yaparak yaptirnrm uygulama yetkisine sahiptir. Bu hususta gerek uygulanacak
korumaya yonelik kurallarin belirlenmesinde gerek ise denetim makamlari
cergcevesinde yapilacak denetimlerde iki 6nemli hususun kisisel verilerin
korunmasinda g6z 6nunde bulundurulmasi gerekir. Bu 6zellikler “orantililik” ve
“gerekliliktir. Koruma amach uygulanan kurallar koruma amaciyla orantili ve
acil sosyal ihtiyacin karsilanmasi yéniiyle de gerekli olmaldir. AIHM de
kendisine yapilan bireysel basvurularda, uye devletlerin yaptigi kigisel veri
ihlaline yonelik incelemelerinde, bir miidahalenin bulunup bulunmadigi,
miidahalenin yasa ile ongorulip 6ngoriilmedigi, miidahalenin mesru amagla
uyumlu olup olmadigi ve orantiliig: ile miidahalenin acil bir sosyal ihtiyaca
donuk olarak yapiip yapilmadigi  gibi kriterleri cergevesinde

degerlendirmektedir.

Kisisel verilerin korunmasi hakki, Anayasal bir haktir ve kisi, bu hak
kapsaminda, kendisine ait verilerinin veri sorumlulan tarafindan mevzuata
uygun bicimde muhafaza edilmesini ve edilip edilmedigi noktasinda bilgi
verilmesini her zaman isteyebilecektir. Kendisinin iradesi diginda, sir olarak
adlandirdigi ve gizledigi, sadece kendisinin paylastigi kisiler disinda lgiinci
kisiler ile paylagilmasi halinde, sorumlularin cezai, idari, disiplin sorumlulugu
yaninda hukuki sorumlulugu da s6z konusu olabilecek; bu durum Kkisilik

haklarina yapilan bir saldin olarak da nitelendirilebilecektir.

Tirk hukukunda, Anayasal olarak glivence altina alinan kisisel verilerin
korunmasi hakki, 2010 referandumuyla birlikte Anayasa’nin 20. maddesinin 3.
fikrasiyla duizenlenmis ve bu konuda detayl diizenlemenin yasa ile yapilacagi
belirtilmistir. Bu diizenleme cgergevesinde, 2016 yilinda 6698 sayili Kisisel
Verilerin Korunmasi Kanunu kabul edilerek yiirirliige girmistir. Bahse konu
kanunun vurgu yaptigi kisisel verilerin korunmasi, kamu kurumlarinda ilk elden

devletin yegane organi idare tarafindan saglanmaktir.

Bilisim teknolojilerindeki gelisim sonucu, kisgi, kurum ve devletlerin bilgi
gereksinimi ile bireylerin bilgi lizerinde karar verme hakki arasindaki denge

bozulmustur. Kisisel verilerin korunmasi hukuku dengeyi saglamayi, kisisel
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verileri iglenen bireye, kisisel verilerinin gelecegini belirleme hakki tanimayi
hedefler. Aksi durum insan haklarinin temel degeri olan insan onurunun

zedelenmesine neden olabilir.

Bu cgalismada, idarenin sorumlulugu kavrami altinda, kisisel verilerin
korunmasi hakkinin ihlali halinde olusan hizmet kusurunun, ge¢mis yargi
kararlari da g6z 6niinde bulundurularak incelenmis olup; bu incelemede veri
guvenligi ilkesi bagta olmak uzere kisisel verilerin korunmasina yonelik gecerli
olan genel ilkelerden faydalanilmigtir. idarenin kigisel verilerin korunmasi
alaninda hizmet kusuru olarak kabul edilecek kusur sorumlulugunun dayanagi
iki bicimde s6z konusu olabilecektir. Bunlardan birincisi, kamu gorevlisinin
yapmis oldugu hizmete yonelik kusurlu davraniglar, ikincisi ise idarenin veri
isleme alaninda, hizmetin kurulmasi ve igletiimesi alaninda ortaya cikabilen
kusurlu davraniglandir. Boyle bir durumda, kisisel verisi ihlal edilenlerin,
Anayasa’nin 125. maddesi geregince, idarenin sorumlulugu ilke ve kurallar

cercevesinde aktariimistir.

Kigisel verilerin korunmasi hakkinin temin edilmesi bakimindan, kisilerin
acik nizasi olmaksizin, kisisel verilerinin iglenmesi yasaktir. Ozellikle ozel
(hassas) nitelikli kisisel verilerin, bireylerin temel hak ve o6zgurliiklerinin
korunmasi acgisindan ne kadar 6nemli oldugu ve riza disi islenmesi ile kisiyi
maddi ve manevi olarak magdur edecegi asikardir. Riza olmaksizin igslenmesi
miimkiin olan, istisna hikiimleri de 6698 sayili Kisisel Verilerin Korunmasi

Kanunu 1siginda bu ¢alismada ele alinmigtir.

Bu genel aciklamalar kapsaminda c¢alismamiz dort boéliimden
olugmaktadir. “Kisisel Veri Kavrami, Kisisel Verilerin islenmesi Ve Korunmasi”
baslikli Birinci Bolumde, kigisel veri kavrami ve unsurlari, kapsami Kisisel
verilerin iglenme sartlar, 6zel nitelikli kisisel veri kavrami, kigisel verilerin
korunmasi ihtiyaci ve nedenlerine yer verilmistir. “Kigisel Verilerin
Korunmasina lligkin Uluslararasi Temel Diizenlemeler ve Kurumlar” Baghkli
ikinci Béliimde, iktisadi isbirligi ve Gelisme Tesgkilati (OECD), Avrupa Konseyi,
Birlesmis Milletler, Avrupa Birligi ve Uluslararasi Galisma Orgiitii gibi
uluslararasi kuruluslarin kigisel verilerin korunmasi diizenlemeleri ile veri
koruma kurumlari incelenmistir. “Kisisel Verilerin Korunmasinda Denetleyici Ve
Diizenleyici Kurum Olarak Kigisel Verileri Koruma Kurumu” bashkh Ugiincii

Boéliimde Kurumun yapisi, bagimsizligi, Kurum’un karar organi Kisisel Verileri
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Koruma Kurulu, Kurum’un idari tegkilat icindeki yeri ve yaptirrm kararlarinin
hukuki niteligi iizerinde durulmustur. “Kisisel Verilerin Korunmasinda idari Ve
Yargisal Denetim” baslikli 4. Boliimde ise Kurumun idari denetim yollar, Kisisel
Verileri Koruma Kurulu’na yapilan sikayet ve sonuglandiriimasi ile yargisal

denetimin kosullar belirtilmis ve yargi kararlarindan ornekler verilmistir.

Boylece kisgisel verilerin korunmasi hakki kapsaminda, ¢aligmamizda
konu idare hukuku yonuyle ele alinmigtir. Bu gercevede, kamu kurum ve
kuruluglarinin, kamu diizeni veya kamu giuivenligi, vb. durumlar sebebiyle elde
ettikleri kigisel verileri, “hukuka aykiri olmayacak” ve “telafisi giic durumlar”
olusturmayacak sekilde islenmesi ve kullanmasini; kigilerin, kigisel verilerine
talepleri dogrultusunda erigimini, silinmesini, yok edilmesini veya kisisel verisi
hakkinda bilgi edinmesini temin etme olanaginin saglanilmasini; veri
sorumlusunun kisiyi aydinlatmasi ve bilgi edinme hakki kapsaminda idarenin
bireye verilerin ne amacgla kullanilacagini aktarmakla yukiimlii olduklarin;
verilerin guvenligini saglamak amaciyla her turlii tedbirin almasi gerektigini;
kamu kurum ve kuruluglan tarafindan bu sorumluluklarinin yerine
getiriimemesi halinde idarenin sorumlulugunun dogabilecegi; konu hakkinda
yapilan yargisal denetim kapsaminda ortaya ¢ikan yargisal igtihat ve Kurul
tarafindan bagimsiz idari otorite olarak “idarenin diizenleme yetkisi” sinirlari
kapsaminda verdigi “Kurul Kararlari’nin incelenmesi suretiyle ortaya

konulmasi amaglanmistir.

ANAHTAR KELIMELER . kisisel veri, kisisel verilerin korunmasi hakki, AIHS,

AIHM, idarenin sorumlulugu, hizmet kusuru, gizlilik, 6zel hayat, riza.
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ABSTRACT

PROTECTION OF PERSONAL DATA BY ADMINISTRATIVE LAW

Necati Gokhan AKMAN

The protection of personal data can be defined as the protection of the
fundamental rights and freedoms of the administrators by taking the personal
data processing procedure under a certain discipline in terms of administrative
law. In this context, with the protection of personal data, it is basically aimed to
protect these personal data owners, not the data. The state needs human
resources in order to ensure public safety, to carry out public activities and to
perform public services properly. In public services to be carried out based on
human resources, it can be said that the first data controllers are the states,
due to the fact that the data of these persons are known by the administration
and the data obtained within the scope of the relations of the service users with

the administration.

Today, personal data used in every field are secured within the scope of the
principle of privacy and protection of private life with many national and
international legislation, especially the United Nations Universal Declaration of
Human Rights and the European Convention on Human Rights (ECHR). It is
considered together with other rights such as the right to protect personal data,
freedom of expression, and the right to be forgotten, which are protected within
the scope of Article 8 of the ECHR, titled the protection of private and family

life.

Measures taken for the protection of personal data should be implemented in

the best way by public institutions, private companies, real and legal persons



by evaluating the relevant legislation and practice together. The decisions
taken by the “Board”, which is the decision-making body of the “Personal Data
Protection Authority”, which operates in this field and is an independent
administrative authority, are particularly effective in the practice. The Authority
has a separate public legal personality and has the authority to apply sanctions
on the points of whether the personal data are taken under protection by taking
the legal, administrative and technical measures stipulated in the Law and
whether the obligations arising from the legislation are duly executed. In this
regard, two importantissues should be considered in the protection of personal
data, both in determining the rules for protection to be applied and in audits to
be carried out within the framework of supervisory authorities. These features
are "proportionality" and "necessity". The rules applied for protection purposes
should be proportionate for the purpose of protection and necessary in terms
of meeting the urgent social need. The ECtHR also evaluates the individual
applications made to it, within the framework of the criteria such as whether
there is an intervention, whether the intervention is prescribed by law, whether
the intervention is compatible with the legitimate aim and proportionality and

whether the intervention is made for an urgent social need.

The right to protect personal data is a Constitutional right, and within the scope
of this right, the person can always request that his / her data be kept by data
controllers in accordance with the legislation and to be informed about whether
or not. In the event that it is shared with third parties other than the people that
he / she has named and kept secret, and who he / she has shared, out of his /
her own will, criminal, administrative and disciplinary liability as well as legal
liability may be at stake; This situation can be described as an attack on

personal rights.

In Turkish Law, the right to protection of personal data under constitutional
protection was regulated by paragraph 3 of Article 20 of the Constitution with
the 2010 referendum and it was stated that the detailed regulation on this issue
shall be made by law. Within the framework of this regulation, the Personal Data
Protection Law numbered 6698 was accepted and entered into force in 2016.
The protection of personal data emphasized by the aforementioned Law is
provided by the administration, the only body of the state, at first hand in public

institutions.



As a result of the development in information technologies, the balance
between the information needs of individuals, institutions and states and the
right of individuals to decide on information has been disrupted. The law on the
protection of personal data aims to achieve the balance and to give the
individual whose personal data is processed the right to determine the future
of his personal data. Otherwise, human dignity, which is the basic value of

human rights, may be damaged.

In this study, under the concept of the responsibility of the administration, the
service defect that occurs in case of violation of the right to protection of
personal data has been examined, taking into account previous judicial
decisions; In this review, the general principles applicable to the protection of
personal data, especially the principle of data security, were used. The basis of
the administration's fault liability, which will be accepted as a service fault in
the field of personal data protection, can be in two ways. The first of these is
the flawed behaviors of the public official towards the service he/she has done,
and the second is the faulty behaviors of the administration that may arise in
the field of data processing, establishment and operation of the service. In such
acase, in accordance with Article 125 of the Constitution, those whose personal
data are violated are transferred within the framework of the principles and

rules of the administration's responsibility.

In terms of ensuring the right to protect personal data, the processing of
personal data is prohibited without the express consent of the persons. It is
obvious that especially sensitive personal data are important in terms of
protecting the fundamental rights and freedoms of individuals and will suffer
the person materially and morally if they are processed without consent.
Exception provisions, which can be processed without consent, are also

discussed in this study in the the Personal Data Protection Law No 6698.

Our study consists of four parts within the scope of these general explanations.
In the First Section titled "The Concept of Personal Data, Processing and
Protection of Personal Data", the concept and elements of personal data, the
scope of processing personal data, the concept of special quality personal data,
the need and reasons for the protection of personal data are included. In the
Second Section titled "International Basic Regulations on the Protection of

Personal Data and Organisations”, the personal data protection regulations of
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international organizations such as OECD, Council of Europe, United Nations,
European Union and International Labor Organization and data protection
institutions are examined. In the Third Section titled "Personal Data Protection
Authority as a Supervisory and Regulatory Authority in the Protection of
Personal Data", the structure and independence of the Institution, the decision-
making body of the Institution, the Personal Data Protection Board, the
institution's place in the administrative organization and the legal nature of the
sanction decisions are discussed. In Chapter 4 titled "Administrative and
Judicial Control in the Protection of Personal Data", the administrative control
methods of the Authority, the complaints made to the Personal Data Protection
Board and their conclusion and the conditions of judicial control are specified

and examples of judicial decisions are given.

Thus, within the scope of the right to protect personal data, in our study, the
subject was handled in terms of administrative law. In this framework, public
institutions and organizations, public order or public security, etc. processing
and using the personal data they obtain due to circumstances in a way that is
not "illegal" and "difficult to compensate"; providing the opportunity for
individuals to access, delete, destroy or obtain information about their personal
data in line with their requests; that the administration is obliged to inform the
individual for what purpose the data will be used within the scope of the data
controller's right to inform the person and obtain information; All measures
should be taken to ensure the security of data; In the event that these
responsibilities are not fulfilled by public institutions and organizations, the
responsibility of the administration may arise; It is aimed to reveal by examining
the judicial case law emerging within the scope of the judicial review on the
subject and the Board Decisions made within the scope of the "regulatory

authority of the administration” as an independent administrative authority.
KEYWORDS : personal data, right to protection of personal data, the court of ECHR,

the ECHR, the responsibility of the administration, private life, service fault, privacy,

consent.
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