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OZET

ICERIK TABANLI OLTALAMA SALDIRISI TESPIT SiSTEMI

Son yillarda internet teknolojilerinin kaginilmaz biiylimesi nedeniyle gercgek
diinyadaki sistemlerin neredeyse tamami dijital platformlara aktariliyor. Bu, 6zellikle ilgili
hizmetlere her zaman ve her yerde konsept ile baglanmamizi saglayan mobil cihazlarla
hayatimizin her alaninda siber uzay kullanimini artirtyor. Bununla birlikte, bu kaginilmaz
genisleme, 6zellikle standart son kullanicilar igin birgok giivenlik ihlali de beraberinde getirir.
Kimlik av1, bilgisayar korsanlarinin kendilerini kolayca engelleyerek kullandiklar1 en ¢ok tercih
edilen saldir tiirlerinden biridir. Bu tiir saldir1, baslangigta basit bir e-posta veya sosyal medya
mesaj1 ile tetiklenir ve bu mesaj, esas olarak kurbanlar1 kot niyetli bir web sayfasina
yonlendirir. Giivenlik yoneticileri i¢in tespit edilmesi gergekten zor saldiri tiirleridir. Bu
nedenle, bu makalede igerik tabanli bir kimlik av1 tespit mekanizmas1 6nerilmektedir. Teklifte,
en iyl egitim modellerini segmek icin alt1 farkli makine 6grenimi modeli uygulanmaktadir.
Deneysel sonuglar, onerilen yaklagimin ¢ok saglam oldugunu ve giivenlik yoneticileri igin
kabul edilebilir dogruluklar verdigini gostermektedir.
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ABSTRACT

CLASSIFICATION OF CONTENT BASED PHISHING ATTACKS BY MACHINE
LEARNING METHODS

In recent years due to the inevitable growth of Internet technologies, almost all of the
real world systems are transferred to digital platforms. This increases the use of cyberspace in
every dimention of our lives especially with mobile devices which enable us to connect to
related services in anytime and anywhere concept. However, this ineluctable expansion also
brings lots of security breaches especially for standard end users. Phishing is one of the mostly
preferred attack type that hackers use by easily hindering theirselves. This type attack is
initilally triggered with a simple e-mail or social media message which mainly forward the
victims to a malicious webpage. For security admins, they are really hard attack types to detect.
Therefore in this paper a content based phishing detection mechanism is proposed. In the
proposal about six different machine learning models are implemented to select the best training
models. Experimental results show that the proposed approach are very robust and give

acceptable accuracies for security admins.
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